This article studies the specifics of national criminal policy implementation under the influence of extraordinary geopolitical factors on it. Such policy will be reviewed with Ukraine serving as an appropriate example. This country has been recently forced to adjust its own ways of implementation of the state policy against crime based on atypical modern challenges and threats. This refers to the special nature of a hybrid war, which has been Special focus is placed on new acts that have been criminalized as well as those that might need further criminalization. Attention is paid to the issues of criminal law protection of national and historical memory, and to the concept of journalism related crimes. The
INTRODUCTION
The concept of hybrid war has been increasingly used in the scholarly research of a specific phenomenon that is gradually becoming more widespread in the twenty-first century. Research on this phenomenon, the study of the history of its origin, analysis of current technologies of hybrid war to further their successful combating and prevention, as well as forecasting possible trends in this area, are crucial tasks for the legal science. The relevant experience of countries that have faced diverse manifestations of hybrid war might be helpful in the search for solutions to these challenges. Unfortunately, many examples have accumulated with regards to the hybrid war phenomenon: e.g. the war in Karabakh, the Lebanese-Israeli war of 2006, the Russian-Georgian war in 2008, etc. There is no doubt that the current Russian-Ukrainian war which began in 2014 deserves special attention as well.
According to experts, a hybrid war covers the use of classical techniques of warfare, exercise of military aggression (involving both regular and irregular military groups) in conjunction with public denial of involvement of a certain state to a certain conflict. Among the mandatory components of such type of war that mostly reveals the hybrid character of today's war, are the realization of powerful informational influence on the enemy (information warfare 1 ) and the use of modern computer technologies in order to achieve specific political goals (cyber war 2 ). As correctly put by one author, though each individual element of the hybrid war scenario is not new and in fact has been used in almost all such wars in the past, its uniqueness in this case is in the consistency and correlation of these elements, dynamism and flexibility of their application, and the increased input of the informational component. Moreover, the information factor in some cases becomes an independent component and is no less important than the military one.
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Informational counteraction is carried out continuously throughout the hybrid war. 1 Using and managing information as a way of preparing for military action and their support have found their clearest manifestation under the circumstances of current hybrid war in Ukraine. For more details see: Maria Snegovaya, "Putin's information warfare in Ukraine. Soviet origins of Russia's hybrid warfare, Russia Report 1," Institute for the Study of War, Washington, DC (2015) // http://understandingwar.org/sites/default/files/Russian%20Report%201%20Putin's%20Information%20 Warfare%20in%20Ukraine-%20Soviet%20Origins%20of%20Russias%20Hybrid%20Warfare.pdf. 2 For example, Russian hackers are using Twitter as an ultra-stealthy way of concealing their intrusions into sensitive Western government computer systems -a new surveillance technique that blends cutting edge digital engineering with old-fashioned spy tradecraft (Sam Jones, "Russia's Cyberwarriors Use Twitter to Hide Intrusion," Financial Times (July 29, 2015) // http://www.ft.com/intl/cms/s/0/74d964a2-3606-11e5-b05b-b01debd57852.html#ixzz3hPLzdvzz). 3 Volodymyr Horbulin, "'Hibrydna viina' yak kliuchovyi instrument rosiiskoi heostratehii revanshu" ('Hybrid War' As the Key Instrument of Russian Revenge Geostrategy), Stratehichni priorytety 4 (2014): 5. groups. Hostile propaganda against the EU and its member states seeks to distort the truth, provoke doubt, divide the EU and its North American partners, paralyze the official decision-making process, discredit the EU institutions and incite fear and uncertainty among EU citizens, according to the text of the resolution. 6 US officials have accused Russia of attempting to influence the 2016 election by hacking the Democratic National Committee and other political organizations. 7 Finnish analysts prepared and published a report, in which they extrapolated the current events in Ukraine on the prospects of Finland participating in a similar hybrid confrontation. Among other things, this report views hybrid warfare as a quasi-theory of Russia's foreign policy. 8 One should take into account that nowadays there are a set of countries which can be the perfect battlefield for the hybrid war conflict. Ukraine is not an exception. Yevhen Mahda correctly emphasizes this, by defining the following prerequisites of the hybrid war in Ukraine at the beginning of the confrontation: the 4 Mykhailo Trebin, "'Hibrydna' viina yak nova ukrainska realnist" ('Hybrid' War as New Ukrainian Reality), Ukrainskyi sotsium 3 (2014): 120. 5 Michael N Schmitt, ed., Tallinn Manual on the International Law Applicable to Cyber Warfare (New York, United States of America: Cambridge University Press, 2013). 6 "Be aware of Russian and ISIS propaganda, warn Foreign affairs MEPs," www.europarl.europa.eu (October 2016) // http://www.europarl.europa.eu/news/en/news-room/20161010IPR46530/be-awareof-russian-and-isis-propaganda-warn-foreign-affairs-meps. 7 "US government officially blames Russia for hacking political campaigns to interfere with elections," www.independent.co.uk (October 2016): // http://www.independent.co.uk/news/world/americas/russiahacking-us-government-official-blame-dnc-us-election-2016-a7351331.html 8 Bettina Renz and Hanna Smith, "Russia and Hybrid Warfare -Going Beyond the Label," Aleksanteri papers 1 (2016); www.stratcomcoe.org // http://www.stratcomcoe.org/bettina-renz-and-hanna-smithrussia-and-hybrid-warfare-going-beyond-label.
Among other things, hybrid war requires serious consideration as a factor that has a damaging impact on all spheres of social and political life. Of course, its impact on the implementation of legal policy in general and the policy of combating crime in particular deserves special attention.
During the modern period of developments in any given state, the policy of combating crime (as part of criminal policy) can become subject to regular changes related to the fast transformation of social relations. 13 Deterioration of social, 13 As correctly mentioned in legal literature, "It should be pointed out that the objectives, tasks and priorities determined and achieved by the state authority are not once and forever established. They are established, modyfied and corrected based on social development, intention to realize various interests and needs of state, situations occurring in the areas of foreign and domestic policy areas. They also can be modified either in the case of achievement of previous objectives and tasks or determination of impossibility of their implementation due to different reasons or social circumstances" (R.E. Dzhansarayeva (2016) the Assembly also expressed concern over the Russian military intervention in Eastern Ukraine, which directly violates international law and the principles upheld by the Council of Europe.
18
The Russian Federation has justly suffered sanctions imposed by the European Union, the United States, and other countries and international organizations for committing aggressive actions in violation of the territorial integrity of Ukraine.
Although, as history has often proven, sanctions imposed in order to cease military actions and force a specific country to withdraw its troops from the border clashes are not likely to succeed. 19 Nevertheless, they remain a clear testimony to the civilized community that awards exceptional value to the inviolability of territorial integrity as an important legal and political principle of the twenty-first century.
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The Ukrainian experience in hybrid war and its implementation of criminal policy in this situation is the exploratory foundation that should enable jurists to 15 Thus, errors, mistakes, and flawed lawmaking decisions that characterize this process to some extent, are subject to scientific study, and, taken together, they should create a solid foundation for their prevention in future.
In taking into account the specific area of criminal regulation, which primarily consists of establishing criminality/non-criminality of an act and legal consequences of committed crimes, one can distinguish two key areas of the state's criminal policy:
1) defining the limits of criminal behavior by criminalizing and decriminalizing acts;
2) defining criminal consequences of crimes, which are usually carried out by penalization and depenalization. The third issue covers the need for removal by legal means of conditions for further escalation of hybrid war and for its transformation. This is especially true for the area of national information security.
From the legal perspective, it is very important to examine issues of ensuring effectiveness of criminal policy that may experience flexible transformation during contemporary (external) threats. Here the need to develop public doctrine of criminal policy that would take into account the discussed factors comes to the foreground. There is no doubt that, just like any other policy, criminal policy should include the availability of a strategic political vision. 21 The effectiveness of criminal ISSN 2029-0454 VOLUME 9, NUMBER 2 2016 110 policy will be greatly improved when such activity is well planned, thoroughly designed, justified and consistent. When implementation of criminal policy becomes unpredictable, its effectiveness is reduced greatly. 2) Violation of rules for entry to and departure from the temporarily occupied territory for the purpose of causing harm to the State interests (according to Article 332-1 of the CC of Ukraine). Social danger of such offenses is reflected in the need to ensure compliance with the regulations for entry to the temporarily occupied territory and exit from it. As an example, the court found a person guilty of committing this crime, when he illegally crossed the river Siverskyi Donets on boat from the settlement Lobacheve (Novoaidarskyi district, Luhansk region) in the direction of the city Alchevsk and illegally transferred food and other goods to the representatives of illegal armed groups, who were stationed on the temporary uncontrolled Ukrainian government territory. By acting in this manner, he has violated the rules for entry to and departure from the temporarily occupied territory, thus causing harm to State interests. In addition, collaboration should be viewed as a phenomenon, which is less socially dangerous than treason or participation in activities of a terrorist organization, and therefore deserves a less severe punishment. After all, thousands of people cooperate with the occupation authorities in a certain way today by helping to carry out subversive activities against Ukraine. Legal assessment of such actions as particularly serious crimes, regardless of the nature of cooperation, is not fair and does not allow the proper individualization of criminal liability.
Special attention in the context of the driving forces behind the hybrid war should be brought to the 2015 imposition of criminal liability for propaganda of the communist and the national socialist (Nazi) totalitarian regimes, as well as attacks committed against journalists in connection with their professional activities.
DECOMMUNIZATION AND CRIMINAL LAW
In 2015 the Ukrainian parliament passed a series of laws aimed at the decommunization of all areas of public life. 32 Identifying the Communist ideology with the Nazi and fascist ones poses a particular interest in the context of these legislative acts. Such approach is justified by its proponents by the fact that the Russian Communist leaders of the twentieth century used absurd ideas of Marxism in a terrible way: the idea of total equality for continuously stealing from the peoples of the former Soviet Union, and the idea of a brutal dictatorship of the proletariat for the genocide and starvation of Ukrainians and other nations.
For over twenty years, since the declaration of independence of Ukraine in 1991, the decommunization process has been irregular, slow and chaotical. Finally, failure to break off from Soviet (and therefore Russian) past has cost Ukraine dearly by significantly affecting the course of hybrid war. The joint past, reflected in modern life, has become the basis that allowed to direct aggression in a given direction by using various means and to put it into desired concealed forms.
Modern Ukraine is going through its most difficult times since independence, accompanied by the activation of nation-building processes, and the long-awaited formation of national consciousness and national identity. It is encouraging that one of the elements of such processes is the restoration of national and historical 32 These are the Laws of Ukraine 'On the Condemnation of the Communist and the National Socialist 
CRIMINAL LAW INFLUENCE UNDER CONDITIONS OF HYBRID WAR
Hybrid war has affected the state's rethinking of its position concerning the criminality of certain categories of crimes. Surely, nothing can be said of mitigating punishment (depenalization) in a situation where the threat of spreading a number of typical forms of socially dangerous behavior is or was implemented. Thus, it is not surprising that the earlier-discussed direction of criminal policy was Forgiveness is in fact the specific function of the government, which means stopping criminal law relations at its discretion or modifying their intensity. The There is no doubt that this document has been motivated by socio-political issues. It can be viewed as a ridiculous attempt to solve the problems that likely would not have arisen if the state had provided a timely realization of the constitutional right to peaceful assembly.
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Later there were other legislative pieces of similar content, with uncertain quality and doubtful consistency with the CC of Ukraine. At the same time, they have been to some extent justified by the need to immediately address the conflict situation that was sharpening, by relieving public tension caused by the inability of the state to effectively solve the complexity of accumulated problems.
Reflections on the legal nature and contents of these legislative acts forced researchers to raise the question of whether their essence, which I dare to call quasi-amnesty here, is the manifestation of genuine amnesty. This approach is quite reasonable, and the further direction of improving amnesty provisions could be narrowing down the scope of the law on amnesty by applying it to persons convicted of committing specific crimes (especially against the state) and in connection with extraordinary events in the socio-political life of the country, with establishing possibility of releasing them from punishment or replacing penalties with more lenient ones.
46
In the context of the above-mentioned, an interesting analysis by Petr Skoblikov warrants attention. He writes that amnesty is an exceptional act that requires very strong reasons for adoption. If amnesty is announced frequently, based on the principle of randomness or on flimsy reasons, then this is a sign of an unstable political situation, imperfect legal system, or unjust social order. When would amnesty be fair and appropriate under modern conditions? Suppose that unwise actions by the government provoked the crime situation and some of the citizens started committing crimes that they had previously stayed away from. Such change in behavior does not exempt them from criminal liability, but there is a reason for forgiveness. These citizens remain guilty but they can be freed from punishment or it can be mitigated.
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Work on the appropriate bill, which can be also attributed to the quasi- There is no doubt that hardly anything can be done without application of certain criminal law measures under the current circumstances. Amnesty inter alia will allow the removal of the accumulated tension in the society, restoring the broken system of social relations in Ukraine, and demonstrating the humanistic potential of Ukrainian criminal legislation to the whole world, etc. This issue is extremely complex, and it requires professional discussion in order to prevent amnesty from being applied contrary to the principles of adequacy of criminal law regulation and not causing greater harm than the one it is designed to prevent. It seems that the implementation of this direction in national criminal policy during the current period should take place in the following directions. 
